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o & faw 3R gea Afeat & fav 3ger aRus 9 diew3mEe/2017/30/dew/4
fes1#.09/10/2017 & Areas & Ren-der ol favw €, o 7o &9 @ Ra-ufafea
&1 aifafafedt & yaete ¥ Feafeud § 3R 35 @ gaftd am3eaider afafafer
T WiFATIT 8T T ¢l

4. 3UGFA F A H @I §U, WOHROT SHEHAT T Go7rely o1 & Faford e AR
faferars sequrere AR #a & fav delid ALl garT Fo3s Jardt
YA 9 TS AT AT Afd IR T &1 3979 A efdia mscarfder Genfadart
& sfafkea el 3R Fom3s a3t #1 A9 F1 Golihd FEAEAT ganrn aifafafet
& 3BT & IdTd AT S|

5. T3 ATl & 9go & FA138 [T HI 3T AT § AT YA, 3% HA
& S & 6 @ Hora & a5 AfT # Ao gARaa X
Ig IRYF FaTH WIS & HefAled & SIRT fohar Srar g

HaGT

AR Gl
(.31, Slerd 36l @)

HETIaHH
=T AR Arga g faer
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dflemamEe gt RfAafaa avaedl garr FaEs a3t Ft 9«drt
1 sifa:

gssHA:

c o

AUHHREIT & HIY Tsllehd HEAEY 30l IOR Alsel AR 30T HHA3T 1 fow
Set arel 3cargl 3R [ar3 &1 FFYT R & [T Foli3s Jai3dl d 30a= a@fed
e SleEFeR (3$E) 3R I et Fanit (ESAETH) F I YA W e
381 @ &1 3TF 3IHclal, FeIEAT CaRT NUHIRIT & vadied, vdars 3R e
dort Aot ¥ S 3o AN FarT T & SERT & AT FAEE Fand A
A B AR 3 & faw # 3y e e §)

g & AT & 3 Qart & [FaRa s & v Fa3g a3t & 39q= H
T &1 W ¥ 3R WHR garT RAffiest dgel & Aregw F o Searfed frar o @1
gl S9fh 38 AU Fs H Y& Fd ¢ oF & W T oA, dardr A
s, Hifde g e it aT e @ i s I A, W el
HT ITAT Aol FEAHT T AT AFeR T AWAT 3R FATTAT F ar 7 8 gan
BT TR AT FAT38 TATYT U I o

fIUFIRET & U Ugd 39« RUT HEAT SUH3RET/2016/4/F3R0/EE/2 EaTs
29.01.2016 & #memd & FEw Rers Ay &faat & o afaRefe=r
BRI W Ren-fAder s Fr § 3R duw ARt & v e 9T 4.
frue3RET/2017/30/dTw/4 &etish 09/10/2017 & #meaH & dered fAfedi & v
feen-fder sl fFw €1 3 Ao w0 @ Ra-ufafes & durow w Aifd & fav 7 3R
FEd AR IEASTH ¥ FEftT mEcmfEer afafafaat o favar & afFafaa 76
FA B 3FF Hemar, WHRT, dvw N S Aeaed & v arfeeor garr sy
uSiator Genfadelt # Fom3s sogfeer St 3 dleaifaifenat & sraeer @ ot
qIaYT gl

3UGFT I LA H @A §U, YOO & FAlSJET cAGEATT DI FHRT e F a6
SITEAT 1 gardt dor @ Fafed i 3R R s giafead & & fav
USid HEAFAT GART F138 WAl I YA G Teh FRAT AT Afd IR ALl
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& Aoty BT & 39a A gefig 3o fRenfadeit & sfaRed gefr 3R
FASE JaI3T B HOAA P Uolipd Aeawd garr afafafet f wEedtd &
3iceTd AT ATTA

1. yArsgan
58 Afd & waue NUEHRIT & @i Goflehd FEAEAT R oA0] gl
2. qRemNIT : o9 aF F Ieadr west AraRaF o @, 39 AT F 3aT § [

i. S ;- e FHETIL Tl (AR fAReRT JrsteT)

i.  demsraat o A gewehe RERE AR (e gEer g
EIBEaCY)

iii. @3S JATC : TH FEAACE T, CACHIA I WHFCAI ST JAI-T8T FeTarHt
ZaRT gee T S g 3R Sexeie & AeId ¥ HfFEant @ 3udey
FIT ST 81, fTaH Fomss segfcer Aediiiod ol

iv. FA33 HYRT ;. FAES FYRA FlfehIR el AT HTYFEIT FHEA
(S, Aead, TR, TR, vftasrers 3R Jarh) & FTAT Gol deh FaedrdT,
glatrees, A-BAE dcah 9gT A WA RS F AT F Al ¥,
O ~eTad Yy YA AT AT TEIAT SENERE & WY il § Ui
{eh ST fohaT ST ThlT §- (SHAT TASNSTAE (A FEEICIT 36 T35
Ug FAlclS - JUH) SR IR fhar amam g)|

v. Hiogdr @ FA3s dar yerdr |

vi. ATy ;. =g NUGHRET FAETA, 2013 & e & 9w @AY,
AfcrEarer FfPHIOT, TET g womenr sard 3R 3uRyfa fdaca
enfaer g

vii.  THINHET ;. G HETel g

3. 357 : A FT AafifRd Rgwd, deedh eIfd &1 3ua= & foav v g
IR FET § Arfh AT U8 gAREd aX Feh o Foll3s Aail ST dehediht
TR T AU A 7 ar ARSIt & Ui 3% arfdcal Hf 9 A HI &TATT H
HHT 3T g 3R 7 & 3T AT F 3T FHediha & WY GIEROT SaRT T
GAETOT H ST 3cesT BlaT @11 Fell3s JAT3il AT 3T ST J&THA A1 &l 9T
THY ALIEY ¥g gARTd & & AU FeH 3ewen f dar verdr darsit
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fsaifea R & 39 3T A9s F eI & @ Sar [, 3@ afafef®r o smsead
o B I HEAEY gl TS & i gem 7 fehar g gier |

4. FAT38 ¥aATT

SThd Hg W AT Fa3s uRFEAST 3R Aar-Aled § & 79T & T IW
g1 A A aR W W R & 39 @ ) 3mRa §1d & S Iusierdr
SHE CART TR ST GEAfad giar &1 3 ¥ Y% Alsd Hafod
SATaaTAe oy 3R ATEH Wwsd & AT 3Jd &1 FEATT I HAT & fadgT &
foT Fem3s dansit &t 3uara gEy Aeafaf@a i s

&. FAB3S AU A W R R A, TAART MSE IR & ugies
IR gIfOT derdl & AT 3 8 SAEEiAs WEfa 3 ot & faeewr
FAT AT §| FAB38 AU H hdel R-SAGHAS Ageaqul HAAN &l Fol138
W A A H I THUITH A i Hgcdqul saradTaes vt 3R dfe A
F& TS B CAHARA AT 97 T &, S cqaarr @R QT Feain
W 3menika gl

W. Fo3s [T HY Toloed i H, ALIEAT & 31T il & qra-arg TJg o
gARTT 1 g & Ut am3eafder ksl & Aol Shawresh # Felfed e
g, 3|, 3T & AT & SN FA38 H FHG WA da g Haf @ FHa
A g, 9 I 6 3T TR ¥v ¥ fAer ar ger Fgr Ar Smar | ATy I8
giafRad wen fF Afdse gfthart sarawf@e smasgsdanst | @eEn 3R fafEgeEs
MERIAHAIT & 3TFT &l

1. FA3S JAT3HT I JUAT H, ALIG! 3T AN@H Jate crar TAMAT ad TAT
Foir38 Aar AT FRPI, A FAcl-¢AdT, 32T o Hocl-cllheld HSRUT/THERIOT AT
HETT ST@AT 3 &1 &7 # W

H. FA1338 Gy | ALIEAT GaRT U o] g & T 3R Jaf@a Fa13s @
T AT Fr 3T AR GERT w1 e FH aRg T AfS GEaRT HeT drdl &
qrr-ary 34 afafafeat fr ggar oY aen gl S Farss W wEaRa fear
ST wET ¥, aur affes Rauns Ral f @Ream & ware 3R AT gerT e
HSRUT LTS AT3 Aigd AT Saegsdist &1 gt giAfRad Far gram|
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Afd & dvad & 3 SEAT & gaue 3R add FWeReEr & v sRa g
Sl g |

5. ALAEYT gaRT FA138 arHT H 3w F v A Ak Rgwa

Foll38 Jar3l & 30 & T wiireor & @l dolihd ALTEAT GanT 3fequrere
HT Je arell A9 Alfd 3R Rigua AeAtar@d gier

%. HLIET & A3 GART FA33 HOYIIT Al 3T Y aHar, RAfgard (el
faferamses, 3nfe), SfE#, o e & 3T Fedrha & g FAEs IR
Janit & IIAT & AHS R 0T a1 greml

W, ALATY HT €13 Fo133 AN A JIA & g H 9T 3T T HS
AT wel gl Feel, fafasn, G, Rurfadet ik segHes ardw
a1 gefretor T erdl W AR e Fefid sfaa aRkes & el oess,
AMATCH, T, aRETes, FeE 3R gfaser deel SR Hl eq= A |
For3s arHt wfed Fat v 0l ImEeAffor @ d@afta @il gget & fav
SFrel 3k Faecer #taey fir gefll 3§ R i FaEeE # FA3s
UfCersheral &1 3Ucletral, 38 3er 3R dfer T IMYATAr, IJ@sar AR Gt
aifAd grefl, 3R #ALIEy gl Fa3s Hasil & 3uaAe Hr Rafa A
PUFEIRSET garT SRy iffaTs, @, e, oRest snfe & dee &
3feuretel iAfad e graml

1. 915 T WerT FRIFTAl F 3R HeAihad & A Uh A d1s A
Fo133 TSTee s o] M, fSad aiss yeere $r sffaer, AmgTasm &
HqfEw afgd IS F, caaaERs F HR FoEs JaT3t HHIA & FOY
# fAdeTor 3R Imeas FEF W Egse SAfa AUiRa FEr anfae g gas
HeITaT VAT YETar3ilt & TIT & HAleldh, 5H i & AU & Fead fafdes
sfafafeat & fov SifEH 3R sifdedr & 3TUR X SIfSeor &1 S,
3T TATAIHRIOT, ST FdTiHcd, qg‘u, SITEH Hediehel 3R F138 AT FeTd13it
(droady), grem f@aEor, 3ver Revadl f@=0r 3R cFaard ARaRdr st
& Ty, 3 sfafafat & g fr FIRET 3R T Ha & o B
JAIF-98T [T JeTaT A1 HTHT & caaedm ¥ ae Aol @ Fufd & sgaary
faazar & enfder foRar Sream) |
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g, Ul 913 3gAled Al # Fol3s AaI3l H IUA F FEY A oREr TlET
AR 3R afafafat &1 faavor s enfAae ghem Emdien/snafees
FHRT/JAI-T6T FATUTTS H GASTdl 3N FA138 3UANT & ITER, Hed ardl
& AIY-TTY, F138 T, AR iR Acas g, [Jeamm, RaReEr a7,
ser UfesheRre, offer {leTr, aRade yete, gear Egfshar 3R aharde @
darlt AR oleror nfe A wravy AR dogdt |l dr HiReE AR
fSFAeTRal S ggel3it 1 arfder fham Ser =nfge|

g Fo33 A AT ol ¥7 A Aegey @ gafeq der iR R o =g 3er afka
3T (3, SR, AR SR 3fe) &1 HSRUT / SHTERuT ART &1 At
drast & fiax e Ry swfea fear smer @ifgwl Ser @ "@ag 3R
YHERIOT HRT & FlefaAr IR AfAAT garr ffd g =nfge 3R g g-g#7y
W FATAT / AN 3R THNT TeTaar gant S [Aafdes afaasn, Genfadert
& 3feIUTelT A BT AMRT| FHS IHlral, SeT & I THEFFH (A AR THR
garT faged et 3= woeet Toil) 3ifse Rufd @et arer wAssngdars
(Meity) SaRT Y F138 FaT TeTdi3il & ST el & M Fara/garied
forar SiTaT TiRT|

T, ALGEY, F38 A A arel I 3¢ AR FET 3eT, TlesheRre ot wlrer
HfE &1 quT FaTfAca ST @]

B ALIXY IR Hivadr & g For3s dAarstt hr @t afafafear (aeerh,
yeUhT, e ¥ wEd nfe wfAw, ofea d@faa a8 § d@ew #H
SRl &1 v Tose RFor / d@AwT gl e 9 A, "AEAEy 3R
doady & g Rt o o / forar / aifafafer & o« " e
TN "EIFT F@IHAE AG el AR ALy AR dead gEnr @ged §9 @
w1 FrR/fRarafafafe f e §, O FF & R IAF IT-FR/ASA-3TSTH
& for Sl &1 wose [REor AR FuRer fear s SFacRar &
3ugerd 0T T AEGEY AR Aedd & G gEdRiRd gEsla 7 wee &9
¥ ST SAEn| 3eeIvr & fav, For3s #H e arel Ser @ gREm HfaA
3udiarehdl T FSFAer geft iR o133 ShRaar FR Y ER&T F13s JaT
gerar (Fugdy) Fr SFEaedr g

. ATl @ 9% GiAfRad we gen & Forss-amaia sy @1 qade
A arelr a1 AR e @ g TR 9 AT Wed WEsT
faeerdl ik A= & equre A IS TS gl ATIEY U ol Gl
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TTTAT T TrATHSHAT 31 S GRATT HeoR-3meRa 3T Yatiel et il 8l
STET Uleshoeiel ol 3R gTSdaX GRaT Alsyd Aeqey & fag=or # gl 7
AT araraRuT FI ST HWsAT AR MIARAT A & e AR 3T &
E-fAeTe & f@erd Wieid fhar S aifgel daer f gars Readr Hi
HeTH FLT AT 3 FA3e T H AT oY v ar geat & e Hr
forer sff fatherar & aRUTEEa®T 3eT / Fae HRET ¥ WHASAT el AT S
EURY

. F3S [T YU AR FEET FUR . ALIEy, F138 a1 gEUA R AT &
e # efeead 1 A R v vy 3R A\et & e # @I AR T8
gARTT e & 371 egure T s

. FACIEY WgE GIET, AT, 3H@sdr AR AFeA & ool #1 eanet A
W U fAved AR Fell33 WO & HeIHd, HEAT H HAHA F9 4o AR
NUFEIRIT fRAT off RE T 0 PR & FHRACHS AT IR GaTdT
ar sttt T3t & faw e @gr g

. FEIEY Fael WOAN F WY Th Hgat # JAA HET, S 3 &AUFRT F
3T € S (R Feget & ded U T FHASIAT T Gadeiaar AR Aegedt
I 3T AT T PRI N A0 W@ ¢, oA SeT $8ROT, 3eT EI&T0T
AR It S ggesht @ defta HfeR enfae €

. ARy ¥ gialRud & & 3A6 HReR AR affica 3R Fess dar
gerarsit (Freadn) Fr Tose ¥ F gReN™a fRAr mar § 3R FeEn F9 O
Tegey faf@a gasita & RuRa fFar = &) Rcyia v A, g#sila &
YAl Y TEATT & IJaard, Faad A@AT AR 3¢ FA o I g&9Ad
F & fow Rl @9 3mEcay e aw &1 & #ged #1 39 ¥ &
HIAAT AIfEU| HETEY HI Folizs Fardt & ey & et sifafafoat w garea
feoT saTT @ 3R FepE AR Rfaards giRicat # @ R & e sta
39T & A EEANT Fe @ HOSR S F AU Tg gHESitar gaiea eder
ST SATTIT|

. JAEITY F U ST YU Afd, ufskare AR gonfaar giefn #eaey Fess
# &1 ST W AT & fIT IH FT AT HE

. 39Fd Hefdld R # 3wy adl & FE-uy I§ gEARad frar s &
gud Arfaf@d gget 1 afAe fFar s
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Haa dieafadhr sffaus & waumsil, 3 dE) SeE 39e 3R
HTHETAT ST T FR&T & AT ALl T 3aTel,

a3t &1 e, Far3it & fov Yo AR 3fFerar & Ser Hir g
SATT {WeAT, Foll3s Taril &7 Iqcretrar, weele, Ref, 3maer Repasr
[T FRT @1 aquradr AR A= IR 3T gElE Hegl # Au & fae
el AR @ TaRe 7 & gt QAT THSidl (THTT)
gfed fAaror; vavar # P R 3R dar Tax 1 odaf #, 37
ardar & @ry-ary, Feafaf@a st sare # @r S

1. e 1 3

2. dvadr gart 3mAfaa Fegry i Jar Furikas (Collateral) 3R
s¢T argdr & fov JgAd ufhat R HAaaefos a5,

3. a1 QUi 3T SRR

4. HUEd F Ao @ FEIEY T SSRN H G vd e
e,

5. QarHT T FAr® HhAUT; HR

6. caariyat, &ifd, &3 3R arfaqfct dr wuse aivemT,

7. 5 Afese aar wfgr % FarEs-gRes |ar (3) 3R 32T F F33
¥ FHY T o ST A0, Tk Headr § gEl diedd # Agde Fd
WHA i @Sl 3R GRETM S0 I@A §U ALIXY & cqqard H
fRaRAT WX #gAdH TG S| | 32T GHBT Yok, ST feenfAdedi
goret o faffiest @t &t 3iefa gEards # TUST ®9 A Ioor@ foham
ST ATfeT|

iv. 3T &l HSRUT hadl HRA H;

v. BaT 9erdr @t Feer fFe ae, garfa 3R g, 3er wfauror / sffedsy
32T I TAGRUT U &t hl HTGLUhdl dlel Ws;

vi. Fegeent 3R 3T fferant & a7 A MuAgdr g WS & fow
forror, 3R gRan sedue AR W ARG F oAF g A1 Fufa 7 AvTry
& T Qar yerar & STdT F AMHST FIET;

vii. FETU 9fRaT, g% T gt afaqfd, 3T R defa wait & v
Iucreyr AT fAfése e,
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viii. SIqER oReRar 3R 9leTor 3maedeansit wf gAfRad A & v
HTHIEAS =1 (31);

ix. AEIEY caRT Howdr $T r@r qdaT ¥ Bl HUhR (dreadr darst &
3UAET deh AfAT), I8 98 3q% AARS IT BN oI @l GI&Thl GarT 8, AT
3FH AR W F A F v fged weiel qanr, 3R JAvgey & v H
TS YAt & AT H Far Yerdr & IR A I 78 Ry of orar ader ar
Feitem Rare 3R Fswst f gfaar greq axa # 1 HRUFR;

x. Wogdr @ Y ga Gfd s@ar #) F an # AR God He H
AR,

Xi.. JaT verar 3R 3a% O o 3T-FeeFe F AN8T0T X & Tav SamasT
& PR A AFTAT AT FAB3E FAHT & FeU A Hrogdr ganr & 71,
IS AT FEIST T g ALTEY T S iAAET TXAAT, TN, e,
SEAAS AR T IS AAPN Toh Tga § v dUEHRET A 38
gant sftpd safda (3) & FgAfd & & fav @s Sige,

Xii. FA38 VT YSIaT H 3% IUSHeRT & Y&l AR I@HF g gamst
& v afdegcAs 9 O 3aER g9 ard @8 afas §, I &5 8r;

xiii. FEAFYT F AT FATFER, TEH JEAAT F138 HdT STTEAT Hl fehdr
e [AT YSIdT T IR § 8 FAART FLA I &THAT A g, IS
TS AT ATSATT 8l

Xiv. FEIEY & Rarioan/ad e & AFo & gafed Iieaon & Ty ggaeT
A F T Fr38 AT YSIdT FH ETiAcq;

xv.. GIeR T3 3R Ja1 & cgaue AR 31 erf/Rae afga geansit
AT FA3S WAl TSIl GaRT HETFYT T A & AT, oAfhed T o9 &
& HE & HaR 3@T  H AT

T, FEAEY Fo1385 TS, AR 3R Egdetor & v 99T Aed qae

d.

HIAAT T 3Tcretrar AT HET|

T et gl AR st & Faid Mueig guer e g dr Rufa A7
HETEAT I dchlel TTAHOT (NUHEHRET) I Jiad AT R HEIET i
FeaTe RN WSIHRE-3e AT NUGHRET Ffgd T FHAT FEATHT T
geaAT a7 geaAl B RO gof e & v e geml gaen iR asw
T Jootel H NURIRST & aRuT aAw 30 S 2021 & AR
WS35 &1 Feifa dodr & g gfaa fear ser aiféel
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¥. 3R 3feaf@a Afa/fcuia 3@ @l Avaedl w st anp g e
YIUHREIT gdRT HeHled Hla R Fai3s Jarsit 1 ggel & 9= forr g
3R 3 W M ) gl S O darsHt @ sfosy F HuAS @ wwdE wRd
g1 39 ALIEYt & v Gega ggar @ & 379 @aras & v a3z danit
F IUART §, 0N FEIET # 5§ ORUT F I @Y F 120 Rt & W 37
feenfarcert & eurele 9 v RUIE grRR &6 gl 3R dvwsmEe Fa
rareRer aRFEAET 7 58 Teeele # goe # fUeR Waa @ #

g. FoI38 [ATIHT FI YA H FT I@T dlel ACTTAT &l 3 WfaoT & fafaas
fasmer & 3efrle grod @Xar gl 5 3 R axd 8 3R srequreret siftrsry
& AEIH ¥ I A F QYA T 9t wa § F 3 AT 7 seafaa
fFEe/Afaomet & utee s o ® §, e For3s danit & 3vae &
gEdTd, 39S ST 6T W 3R 389 dE & 379q« & v IR v ar @
e & QX faaRor yerel foham SIven| U dR 39T 35 Foll3s AU o] &l
STel & d1G, 38 YA & HT H qUT GEATdST TITUEH0T & gere fFu S|
wdell gHRT/fAsTeT Pd aHT A 39T FAEE YA IR gEUT W IO
& Raie aar & gy afgd Rer-Ader sy v gerar #1

¢r. S Fr TeleTT F ault F FF A FH TH a) oy Sual, GEarad fear off
UR@ceT @I 3EULT GaRT AT fohar Swan 3R 3& St & fav ars &
HHET T@r SIrudn|

JredtRTor: Srgt off R 3 3 weaont & e Ry ar sreasear Alg R,
3T FEHIOT AT B9
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AT |
FA13S War gaue AR Fgean e

1. @& 3R dle@frhr g Aeary 97 gARag #E F FaEs-snuia
AT T FHEAT el arell Har AR e Ak TvaaT fad FaX 9 Awgar
g AXder fAcwrarl 3R AFST & uleld H 9918 IS g FEAEY Us oy
Hefarehr TTT=AT S grafAenar &3 Sir G HEeR-AR 32T Jau= ard
T Bl, ST6T UTsheelel hofl 3R GTSAAN [T Alsgd Heqey & fogor
gl TXTer @ Heerl, ofaat 3R Relsr &1 gaea et & AT sga=or 3k
GfshaT3il T Teh Hleleh AT Yald AT BRI Hodl Coldll ardiaior & 321
H@SAr AR MusAar @A AR Ser & F-fHufeer & @ems wiga e
ST AT ERTAT Sl Fars Revadl 1 FaTH HteTl d1igT HR Foll38 T
H frdY off vah a1 "eel & FaeT & ot off Awerar & aRomasasa 3er
| q@AT [T H GAGAT AT gl A

2. ggaTel 3T FfRIeT yeater (3SeeH) : WSUTH FH dvgdy F 1T FgAd
fFar Srwem AR IuAETEA-TERE AR AwfeR g veww & ey A7
Fo38 R hT IT et A HfAF-IUIRG 9gT verd A & faw
giARTA fohar T Fel3s-HUTRT Ao 1 ggdie IR Iga yaue &
fav &3 veaw @A, a1 F 3 DaEey tRase & e e g g,
T fhar ST Fahar &1 For3e-giece Uitashyie 3 T3 gehR T 3gaerehdl-
T 3R faRWIfteR gred-veae fAET & fov ddedt 3R e FAfteec
Afgara 1 guaRtor o] fFar ST TIfRT, @R Fo3s dar Alsa Fo o &l
T GIaStfetdT I ‘STAer 1 3TaeTqdhdr (need to know)' 3R '&F & &
fawf@eR (Least Priviledge)' & fcurdal carr Tafa frar smer anfge
AR ALITY @RI IejAle AR AR v e @fgw| s ramar, Fa3s
AN dh TEd & AT Sg-FRF GANHIOT o] AT S dnfeel

3. QT AT AEITy # Fg FEARTd ar gen fF Fomss-amuia
Utehe # AT =i &1 drieads HiA-NAsaw uftasders # / gann
yred fhU v foraor 3egedl 1 Jolel A HAS AT Fed TR H fAdEor
3SR N WIST FX| FHA Acad RO FANE! AR 3% FifewonerT @
3T AT & AT T GRS FaAwere FARTT HAT TAT HEIEYT AR
39T Y S aTel Fo3s TREatadr f 3 R e e, FermeEt;
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Fo1338 Al HR FEfd d@anE # aRdda H HRpd Fa & fav
aeae Ufhary off enffer § | Feaey g gAaflRad 391 & doadr smgeasn
27017, TGUE3N 27018 ¥ FoU35 FIE&T HSTHINN Heiohl & aAdieAdd
HERIUT T uTelel A 3R 75 FlaRkad FET % 3er a1 wsar F viewee
AR Bffee & & T Aivadt art &8 & &A 128-de leshoerd &1
3grer fepar S|

4. Frorge farrel 3R JreTelaTor : ALAEY FAA133 ATATGROT H ~gAdH [FIRmE
LT A3T w TS T ¥ aRenfa H3T|

5. 38 9 did Ha3Hl ¥ T g3 T aedide §HET H gear
Raiféer 3k Asfoler & v aam3s & gl dfer 1 gfaurer giafRaa
S| uEdy ¥ FEIET & THIHET F AATeT, HeATHT Hr 3T uhieior, gt
o oy g, ghAtad fhar sl

6. THF HeIUANT F WA a= # ACTEAT & A G F Weddr &
AR A fATaor gart qia 3 Suer | #EaEd 3eeid Wkl / HedaR
¥ vftosheet @1 @3em & fov srvers, e, O iR afdw O afed guem
¥ Faftd @iredm & R 3R fFafAa suse gaad s

7. 312 off ScHF ST Seeie A 92 YA WX SoIdr & v e Jar / vdizme
| 3¢ & FT A IIPR BIAT §, 3W FeLe BfHIT FXBH AT ST gl
HEHTY, HRRGE, SeegUU®h, T SEITd, wdias ded g S8 gdica
LT =0T g WfRT 3R 20T gATOiERoT, THTHTS diU FA S
yfafea Pl @w REr far s aiRel sl ger, aegedi/aaies
Hara=T (P2P a1 LAN/MPLS 3fe & amesar @) 3R CSP, geam T i
IPS, wrREle, WAF, Anti DDOS, 3¢ & i S[3 $eX%hd 9] &9 3R STet
#r 3maeas g, IPSEC VPN 1@ sifaRead &=or &t sraarm sneer| deash
T FEEE], HiewRed AHR 3T foh fFr v amgen @lied @ g
HALIEAT 1 IPv6 3Tl FiART HIAT AT &

8. HLIEY 39YFd GRIAIT AwredX fashry Sfaet =sh (vaeasiverdT) gishansit
T IIATCAN, 3R G fSSIg =ROT @ & Teh 3T 37T gl |

9. ST & INTAIAT, fsTar 3R 3@sar GARTd FA & fov, AL ganrT
yafoa aaeidr Tl 3R i i gfsransdt & ear @afae gt
HI HYATAT ST
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10. Sqgar yaua: #LAEy Ig FARad @1 & dvad & g smfera
Jatd el & T U 3T aig & i@ 3R Wfaa ear g # ey &
I U Tl aig ¥ aRATRT Hegdar yaus Afd gt 3R saer gedr |
UTele] AT g | A 1 I3 # ALIEY aRT vaferd giaady e / dansi
| 3 & AehaT JatT Tgel3il @l o HAIfRIA AT glom| Foll38 Ia@ AT
Sa/3NTEAERROT NG F e H wegfad gel S geus Afy Fomes &
g g @ Fa HEN AR MY T w S araee B afAard s
11. diggar Heaiwa AR wder wdiaror (@redid)): ATy ganr $r a5 Jedid
afafafr & Fomss @EEE W g U AT g e 3R Iy /
Yart 1 31 AT AT gen| FA3s A A@AT 3R wANREAT 1 gdreTor
3R 3THereT e & forw dredieT 0T, 30T 3R 9Tsham3it &l S el
gl foRdy off 51 gomel &1 Al A ¥ uge divdier o Imafad el
grefl|
12, ALAEY H qqE@ fRaiar arar a8 gARad Hwn &, 30l Fass
Qa3 & gsiad T arelr 3M9er Ir dogdr fr fawerar Hr Rufa #,
HEIEY 3@sar AR G GARTT FX §U A3 & 7geAaH ogau &
T 397 Ageaqul HaTelsT &I AR @ FhT 2l
13. FEATY & A3 [QFAIRET ATRAT X (THIARA) FATU Dl Foll38
¥ gfAardy o F @y vhipd R See | vEsed duee S msenrtaeT
F ger & gl T R TIE AR @t & AR Jde ge (vefad
& [T YeTar (TATHTEYY)) EaRT Yefid ael &l Sii@H giar &, foras
faT meaeet @ wegar &7 @ §1 A B e F for, Ruia
a0 & 3rciTar, FEATET THAHIET TUTa T JBCHITT & AFHA H A
sfeaf@a mavgeansit &I 9T

&. Tanil (RAved, FFeddR, W &8, ufcharsil, aemonsi, 3fe) i

YTl el A 3UWT T e arell FURT & F@IAcT I T95¢ &9 d

qgdle

w. 7g gAfRad &Y & Avaey & g fAge o, seges iR

gafda 3er / &9, Aer-3er R vArfaeen (ATIRy & fov fafirse)

gR garea fAdemr iR w@rface §;
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. THIHT & HHSIS H Hheld aedl, ToGH Tdr AaRor & enfAer
Toft fifer glaene enfarer &, S f waatel sk O & St arfdemar
3¢T YHI-UHT W AT / garerd fomar Sar &
o, AEIEY & gTAT Uidfhar gihar & a1y 3mscary uaEr Raiféar
AR gefer ufshar & Thisd &3 3R
8. Jdc/aeATHT ¥ Agea v ufshar & FHEET |
14. %39 3R RFad ganue
&. ALY Ig FARTT HEM oh F38 aRIAIISTT 6T dh31T H1aeTqehdr i
QT e & forT weh damard AR Repadl Afd gl Seh3ra & gaiedar gARRaa
e & T dh3T 3R RFad afsramsd & av & &7 & &7 o 9] Fdr
ST |
T. SHAT P difched & H 39 / [T ardraRor & 3reeT fohar smwern
drfer I8 giafad far s a& &% Jcares gonforat & AeaaR FshaoT JH39
ardEaRoT H o Hel|
a1, o dready dr Se3q JAait 1 39IRET RAr St ar uviescs e
3R Foll geereT & A1 e S@HT FA e

FEEEEREREEEEREE R R R R R R R R R R R R kR R R R kR R k¥
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Circular no: PFRDA/2023/33/ICS/01

To

vye At faffame QH f[Ara grfereyol Azadi g,

PENSION FUND REGULATORY AND DEVELOPMENT AUTHORITY

CIRCULAR

23" November 2023

All Intermediaries registered with PFRDA

Subject: Adoption of cloud services by intermediaries regulated by PFRDA

This circular is issued in exercise of powers conferred under Sec 14(1) read with sec
14(2) clause (a) of the PFRDA Act, 2013 and to protect the interests of subscribers.
The circular is being issued to enable and equip the intermediaries with a policy
framework on adoption of cloud services by intermediaries for the services being
rendered by them. The policy also lays down the regulatory and legal requirements
and compliances by the intermediaries, if they adopt the cloud services.

1.

Intermediaries registered with PFRDA have been extensively leveraging
Information Technology (IT) and IT enabled services (ITeS) including adopting
cloud services to support their business models and products and services
offered to their customers.

. Adoption of cloud services for delivering the IT services is increasing in financial

services sector and is also being encouraged by the government through
various initiatives. While cloud solutions offer multiple advantages viz. ready to
scale, ease of deployment, no overhead of maintaining physical infrastructure
etc., it also increases cyber security risks and challenges.

. PFRDA has earlier issued guidelines on outsourcing of activities for Central

Recordkeeping Agencies vide its circular no PFRDA/2016/4/CRA/TB/2
dt.29/01/2016 And for pension funds vide its circular no: PFRDA/2017/30/PF/4
dt.09/10/2017 which were basically meant for policy on day to day handling of
the operations and do not cover the outsourcing activities pertaining to IT and
ITeS.

In view of the above, the Authority puts in place a framework or policy on
adoption of cloud services by registered intermediaries to address the risks
effectively and ensure regulatory compliance. The said policy shall be in
addition to the referred outsourcing guidelines and the adoption of cloud
services shall be considered as part of the outsourcing of the activities by the
registered intermediaries.

The intermediaries who have already adopted or those intend to adopt cloud
services are hereby advised to comply with the policy which is being attached
as Annexure.

The circular is issued with the approval of the Competent Authority.

Q ‘ﬂ- .%Aﬂ[&_—
K.R.Daulath Al Khan,

General Manager
Information and Cybersecurity Dept

Amrit Mahotsav
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ANNEXURE

POLICY ON ADOPTION OF CLOUD SERVICES BY INTERMEDIARIES
REGULATED BY PFRDA

Background:

Intermediaries registered with PFRDA have been extensively leveraging Information
Technology (IT) and IT enabled services (ITeS) including adopting cloud services to
support their business models and products and services offered to their customers.
Further, there have been several requests by the intermediaries to PFRDA for allowing
them to adopt cloud services for storage of data and related applications associated
with NPS, APY and other pension schemes.

In the recent times the adoption of cloud services for delivering the IT services is
increasing and is also encouraged by the government through various initiatives. While
cloud solutions offer multiple advantages viz. ready to scale, ease of deployment, no
overhead of maintaining physical infrastructure etc., entities adopting such technology
should also be aware of the new cyber security risks and challenges which cloud
solutions introduce.

PFRDA has earlier issued guidelines on outsourcing of activities for Central
Recordkeeping Agencies vide its circular no PFRDA/2016/4/CRAITB/2 dt.29/01/2016
And for pension funds vide its circular no: PFRDA/2017/30/PF/4 dt.09/10/2017. These
were basically meant for policy on day-to-day handling of the operations and do not
cover the outsourcing activities pertaining to IT and ITeS in detail. Further, the
registration guidelines issued by the Authority for intermediaries like CRAs, PFs etc.,
also provide for adoption of emerging technologies like cloud computing.

In view of the above, the Authority after reviewing the existing arrangements has
decided to come out with a framework or policy on adoption of cloud services by
registered intermediaries to address the risks effectively and ensure regulatory
compliance. The said policy shall in addition to the referred outsourcing guidelines and
the adoption of cloud services shall be considered as part of the outsourcing of the
activities by the registered intermediaries.

1. Applicability
The provisions of this policy shall be applicable to all the registered intermediaries of
PFRDA.

2. Definitions: for the purpose of this policy, unless the context otherwise

requires;
i. BCP means Business Continuity Plan
i. CISO means Chief Information Security Officer
iii. Cloud services means infrastructure, platforms, or software that are
hosted by third party providers and made available to users through the
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internet and includes cloud computing.

iv. Cloud computing means Cloud computing is a model for enabling
ubiquitous, convenient, on-demand network access to a shared pool of
configurable computing resources (e.g., networks, servers, storage,
applications, and services) that can be rapidly provisioned and released
with minimal management effort or service provider interaction- (as
defined by NIST (National Institute of Standards and Technology - US)).

v. CSP means Cloud Service Provider

vi. Intermediary includes pension fund, central recordkeeping agency,
National Pension System Trust and point of presence in terms of PFRDA
Act, 2013.

vii. SOC means Security Operation Center

3. Purpose:

The underlying principle of the policy is to lay a framework for adoption of
technological advances so that the intermediary ensures that adoption of technological
advances like adoption of cloud services neither diminish its ability to fulfil its
obligations to subscribers nor impede effective supervision by the authority with due
assessment of the attendant risks. Intermediary while adopting cloud services or other
IT enabled services shall take steps to ensure that the service provider employs the
same high standard of care in performing the services as would have been employed
by the intermediary if the same activity was not outsourced.

4. Cloud Services

There are several popular cloud deployment and service models that have emerged
over time. These are generally based on the extent of technology stack that is
proposed to be adopted by the consuming entity. Each of these models come with
corresponding service, business benefit and risk profiles. The intermediaries shall
examine the following while adopting clud services for discharge of their functions:

a. While considering adoption of cloud solution, it is imperative to analyse the
business strategy and goals adopted to the current IT applications footprint and
associated costs. Cloud adoption ranges from moving only non-business critical
workloads to the cloud to moving critical business applications such as SaaS
adoption and the several combinations in-between, which should be based on a
business technology risk assessment.

b. In engaging cloud services, intermediaries shall ensure, inter alia, that such
outsourcing addresses the entire lifecycle of data, that is, covering the entire
span of time from generation of the data, its entry into the cloud, till the data is
permanently erased/ deleted. The intermediary shall ensure that the procedures
specified are consistent with business needs and legal and regulatory
requirements.

¢. In adoption of cloud services, intermediaries shall take into account the cloud
service specific factors, viz., multi-tenancy, multi-location storing/ processing of
data, etc., and attended risks while establishing appropriate risk management
framework.
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d. Cloud Governance: intermediaries shall adopt and demonstrate a well-
established and documented cloud adoption policy. Such a policy should, inter
alia, identify the activities that can be moved to the cloud, enable and support
protection of various stakeholder interests, ensure compliance with regulatory
requirements, including those on privacy, security, data sovereignty,
recoverability and data storage requirements, aligned with data classification.
The policy should provide for appropriate due diligence to manage and
continually monitor the risks associated with CSPs.

5. Policy and principles for adoption of cloud services by intermediaries

The following shall be the broad policy and principles to be followed and
adhered by all registered intermediaries of the Authority for adoption of cloud
services:

a. The Board of the intermediary shall decide upon the matter of adoption of Cloud
based services after due evaluation of the need, implications (financial,
regulatory, etc.), risks, benefits, etc. of adopting cloud computing.

b. The Board of the intermediary shall consider all relevant laws, regulations,
rules, guidelines and conditions of approval licencing or registration, when
performing its due diligence in relation to adoption of cloud services. The due
diligence referred shall take into consideration qualitative, quantitative, financial,
operational, legal and reputational factors. The Intermediary shall be
responsible and accountable for all aspects related to such outsourcing of
functions including the cloud services. Such accountability shall encompass
availability of cloud applications, confidentiality, integrity and security of its data
and logs, and ensuring Intermediary’s compliance with respect to the Act, rules,
regulations, circulars, etc. issued by PFRDA, if the intermediary decides to
adopt cloud services.

c. The Board after due evaluation of all relevant activities, shall put in place a
comprehensive Board approved cloud adoption policy including laying clear
policy on the role of Senior Management, IT function including the role of CISO,
business function, and oversight & assurance functions in respect of adoption of
cloud services. It shall further cover the criteria of selection of service providers,
delegation of authority depending on risk and materiality for various activities
related to such adoption, data localization, data ownership, access, risk
assessment and due-diligence on cloud service providers(CSPs), security
controls, disaster recovery and business continuity plans, systems to monitor
and review the operations of these activities and termination processes and exit
strategies, vendor lock-in, including business continuity in the event of a third-
party service provider or CSP exiting the arrangement.

d. Such board approved policy shall also contain details of audit and assurance
activities in relation to such adoption of cloud services. The audit/ periodic
review/ third-party certifications should cover, as per applicability and cloud
usage, inter alia, aspects such as roles and responsibilities of both intermediary
and CSP in cloud governance, access and network controls, configurations,
monitoring mechanism, data encryption, log review, change management,
incident response and resilience preparedness and testing, etc.
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. The storage/ processing of data (DC, DR, near DR etc.) including logs and any
other data pertaining to the intermediary in any form in cloud should reside/be
processed within the legal boundaries of India. Data collection and processing
of data must be governed by the laws and policies of India and shall be in
compliance to the various regulations, guidelines issued by Ministries /
Departments and Government agencies from time to time. Further, the data
should reside/ be processed within the MeitY empanelled Cloud Service
Providers’ data centres holding valid STQC (or any other equivalent agency
appointed by Government of India) audit status.

The Intermediary shall retain the complete ownership of its data and associated
data, encryption keys, logs etc. residing in cloud.

. There shall be an explicit and unambiguous delineation/ demarcation of
responsibilities with respect to all activities (including but not limited to technical,
managerial, governance related, etc.) of the cloud services between the
intermediary and CSP. Ideally, there shall be no "shared responsibility" or "joint
ownership" for any function/ task/ activity between the intermediary and CSP. If
any function/ task/ activity has to be performed jointly by the intermediary and
CSP, there shall be a clear delineation and fixing of responsibility for each sub-
task/ line-item within the task. The aforementioned delineation of responsibilities
shall be added explicitly in the agreement signed between the intermediary and
the CSP. For example, the security of the data residing in the Cloud will be the
responsibility of the end user and the security of the Cloud Infrastructure level
will be the responsibility of the Cloud Service Provider (CSPs).

. Intermediaries shall ensure that the service and technology architecture
supporting cloud-based applications is built in adherence to globally recognised
architecture principles and standards. Intermediaries shall prefer a
technology architecture that provides for secure container-based data
management, where encryption keys and Hardware Security Modules are
under the control of the Intermediary. Multi-tenancy environments should be
protected against data integrity and confidentiality risks and against co-
mingling of data.  The architecture should enable smooth recovery and any
failure of any one or combination of components across the cloud architecture
should not result in data/ information security compromise.

Cloud Services Management and Security Considerations: The intermediary
shall take into account the subject matters as detailed in Annexure | regarding
the cloud services management and security and ensure that the same are
complied with.

The intermediary shall finalise the setup, architecture of the systems and cloud
architecture keeping in view of the Cyber security, scalability, integrity and
resilience of the systems and PFRDA shall not be liable in any manner or
responsible for the functional or operational efficiency or technical aspects of
such configurations.

. Intermediaries shall enter into a contract only with CSPs subject to jurisdictions
that uphold enforceability of agreements cast under Indian laws and the rights
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available thereunder to Intermediaries, including those relating to aspects such
as data storage, data protection and confidentiality.

Intermediaries shall ensure that their rights and obligations and those of the
cloud service providers (CSPs) are clearly defined and set out in a legally
binding written agreement. In principle, the provisions of the agreement should
appropriately reckon the criticality of the outsourced task to the business of the
intermediary, the associated risks and the strategies for mitigating or managing
them. The agreement shall be sufficiently flexible to allow the intermediary to
retain adequate control over all the activities in relation to the cloud services
and the right to intervene with appropriate measures to meet legal and
regulatory obligations.

. The intermediary shall have incident management policy, procedures and
processes in place. The intermediary shall adhere with the same for
deployments being done in cloud.

. The above referred agreement inter alia at minimum shall ensure that the
following aspects are covered:

i. compliance with the provisions of IT Act, other applicable legal
requirements and standards to protect the customer data;

ii. details like scope of services, charges for services and maintaining
confidentiality of customer's data, Availability of Cloud services,
Performance, Security, Disaster recovery and data backup management,
etc.

iii. the deliverables, including Service-Level Agreements (SLAs) formalising
performance criteria to measure the quality and quantity of service levels
and other relevant issues; the exit strategy and service level stipulations
in the SLA shall factor in, inter alia,

1. contract duration;

2. agreed processes and turnaround times for returning the
intermediary’s service collaterals and data held by the CSP;

3. data completeness and portability;

4. secure purge of intermediary’s information from the CSP’s

environment;

. smooth transition of services; and

. unambiguous definition of liabilities, damages, penalties and

indemnities.

7. should specify how the cloud-hosted service(s) and data will be
moved out from the cloud with minimal impact on continuity of the
intermediary’s business, while maintaining integrity and security.
While migrating from one CSP to another. various clauses such as
data transfer charges, deletion of data guidelines should be
explicitly mentioned in contract document.

) O

iv. storage of data only in India;

v. clauses requiring the service provider to provide details of data (related
to intermediary and its customers) captured, processed and stored, data
retention/archival,
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vi. controls for maintaining confidentiality of data of intermediaries and its
customers’, and incorporating service provider’s liability to intermediary in
the event of security breach and leakage of such information;

vii. specifying the resolution process, events of default, indemnities,
remedies, and recourse available to the respective parties;

viii. contingency plan(s) to ensure business continuity and testing
requirements;

iX. right to conduct audit of the CSP by the intermediary (limited to its usage
of CSP services), whether by its internal or external auditors, or by
agents appointed to act on its behalf, and to obtain copies of any audit or
review reports and findings made about the service provider in
conjunction with the services performed for the intermediary;,

X. right to seek information from the CSP about the third parties (in the
supply chain) engaged by the former;

Xi. recognising the authority of regulators to perform inspection of the
service provider and any of its sub-contractors. Adding clauses to allow
PFRDA or person(s) authorised by it to access the intermediary’s IT
infrastructure, applications, data, documents, and other necessary
information given to, stored or processed by the CSP in relation to the
cloud services;

xii. including clauses making the cloud service provider contractually liable
for the performance and risk management practices of its sub-
contractors, if any;

xiii. termination rights of the intermediary, including the ability to orderly
transfer the proposed cloud services arrangement to another service
provider, if necessary or desirable.

xiv. obligation of the cloud service provider to co-operate with the relevant
authorities in case of insolvency/ resolution of the intermediary;

xv. that incidents, including cyber incidents and those resulting in disruption
of service and data loss/ leakage are reported to them by the cloud
service provider immediately but not later than one hour of detection to
the intermediary.

. Intermediaries shall ensure availability of qualified human resource personnel
for cloud administration, monitoring and surveillance.

. The intermediaries shall immediately notify the Authority (PFRDA) in the event
of breach of security and leakage of confidential customer related information.
The compliance officer of the intermediary shall be responsible for filing the
incident or event reporting to CERT-In or such similar entities and including
PFRDA. Information and Cyber Security breaches may be informed as per
prescribed TAT to CERT-In as per PFRDA Circular dated 30th June 2021.

. The policy/principles stated above shall also be applicable to all those
intermediaries who have already adopted cloud services upon approval by
PFRDA and also to those who propose to adopt such services. For those who
have already adopted the cloud services for their operations, such an
intermediary shall file a compliance report on the adherence to these guidelines
within 120 days of issuance of this circular and PFRDA reserves the right to
extend this timeline only in exceptional circumstances.
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The intermediaries interested in adoption of cloud services shall seek approval
from the regulations department of the authority to whom they report and
through the compliance officer inter alia confirming that they are going to
adhere to the directions/policy/advisories mentioned in the policy, providing the
complete details of proposed adoption of cloud services, strategy being adopted
and the framework being put in place for such adoption. Once, the cloud
services adopted are in place, complete documentation with respect to the said
adoption shall be provided to the Authority. The supervisory division/department
may issue the guidelines including the formats of reporting to the Authority on
the said cloud adoption and management in due course.

The policy shall be reviewed at least once in two years, any changes proposed

shall be approved by the Chairman and the same shall be put up to the Board
for information.
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ANNEXURE |

Cloud Services Management and Security Considerations:

1.

Service and Technology Architecture: Intermediaries shall ensure that the
service and technology architecture supporting cloud-based applications is built
in adherence to globally recognised architecture principles and standards.
Intermediaries shall prefer a technology architecture that provides for secure
container-based data management, where encryption keys and Hardware
Security Modules are under the control of the Intermediary. The architecture
should provide for a standard set of tools and processes to manage containers,
images and releases. Multi-tenancy environments should be protected against
data integrity and confidentiality risks and against co- mingling of data. The
architecture should enable smooth recovery and any failure of any one or
combination of components across the cloud architecture should not result in
data/ information security compromise.

. Identity and Access Management (IAM): IAM shall be agreed upon with the

CSP and ensured for providing role-based access to the cloud hosted
applications, in respect of user-access and privileged-access. Stringent access
controls, as applicable for an on-premise application, may be established for
identity and access management to cloud-based applications. Segregation of
duties and role conflict matrix should be implemented for all kinds of user-
access and privileged-access roles in the cloud-hosted application irrespective
of the cloud service model. Access provisioning should be governed by
principles of ‘need to know’ and ‘least privileges’ and require the intermediary’s
approval and monitoring. In addition, multi-factor authentication should be
implemented for access to cloud applications.

Security Controls: Intermediaries shall ensure that the implementation of
security controls in the cloud-based application achieves similar or higher
degree of control objectives than those achieved in/ by an on-premise
application. This includes ensuring - secure connection through appropriate
deployment of network security resources and their configurations; appropriate
and secure configurations, monitoring of the cloud assets utilised by the
Intermediary; necessary procedures to authorise changes to cloud applications
and related resources. The Intermediaries shall ensure that the CSPs shall
comply to latest version of Cloud Security ISO Standards like ISO 27017, ISO
27018 and shall ensure at least 128-bit encryption is used by CSPs to encrypt
and decrypt data or files.

. Robust Monitoring and Surveillance: Intermediaries shall accurately define

minimum monitoring requirements in the cloud environment.

Retention of relevant logs in cloud shall be ensured for real-time incident
reporting and handling of incidents relating to services deployed on the cloud.
Appropriate integration of logs, events from the CSP into the intermediary’s
SOC, wherever applicable.

The intermediaries’ own efforts in securing its application shall be
complemented by the CSP’s cyber resilience controls. The CSP / intermediary
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shall ensure continuous and regular updates of security-related software
including upgrades, fixes, patches and service packs for protecting the
application from advanced threats/ malware.

Any interface which is exposed to public at large in internet in the form of a
service/APl/etc. is considered as internet facing interface. Adequate security
controls such as IPS, Firewall, WAF, Anti DDOS, API gateways etc. should be
in place and additional controls such as 2FA authentication, SSL VPN solutions
should be considered. Similarly, Interfaces connected between
intermediary’s/relevant organizations (Through P2P or LAN/MPLS etc.) and
CSP, Security controls such as IPS, Firewall, WAF, Anti DDOS, etc. shall be in
place and additional controls such as IPSEC VPN wherever necessary shall be
adopted. Intermediaries are required to ensure IPv6 compliance when procuring
network security resources, configurations and other linked items.

Intermediary shall adopt appropriate Secure Software Development Life Cycle
(SSDLC) processes, and security shall be an integral part right from the design
phase itself.

To ensure the confidentiality, privacy and integrity of the data, best practices as
per prevailing technological trends and procedures of encryption shall be
adopted by the intermediary.

10.Vulnerability Management: Intermediary’s shall ensure that CSPs have a well-

11

governed and structured approach to manage threats and vulnerabilities
supported by requisite industry-specific threat intelligence capabilities. The
intermediary shall have a well-defined Vulnerability Management policy in place
and should strictly adhere with the same. The policy should also address the
vulnerability management aspects of the infrastructure /services/etc. managed
by intermediary in the cloud. The cloud infrastructure shall be up to date in
terms of patches/OS/version etc. The patch management policy shall cover the
infrastructure of cloud and the policy shall mandate timely patch application.

.Vulnerability Assessment and Penetration Testing (VAPT): The VAPT

activity undertaken by intermediary should also cover the infrastructure and
applications/services hosted on cloud solution. The VAPT Tactics, Tools and
Procedures should be fine-tuned to test and assess the cloud native risks and
vulnerabilities. VAPT should also be conducted before commissioning of any
new system.

12. The intermediary’s business continuity framework shall ensure that, in the event

of a disaster affecting its cloud services or failure of the CSP, the intermediary
can continue its critical operations with minimal disruption of services while
ensuring integrity and security.

13.In-house Security Operations Centre (SOC) solution of intermediary shall be

integrated with the infrastructure of cloud. Outsourcing of SOC operations has
the risk of data being stored and processed at an external location and
managed by a third party (Managed Security Service Provider (MSSP)) to
which intermediaries have lesser visibility. To mitigate the risks, in addition to
the controls prescribed, intermediaries shall adopt the below mentioned
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requirements in the case of outsourcing of SOC operations:

a) unambiguously identify the owner of assets used in providing the services
(systems, software, source code, processes, concepts, etc.);

b) ensure that the intermediary has adequate oversight and ownership over
the rule definition, customisation and related data/ logs, meta-data and
analytics (specific to the intermediary);

c) assess SOC functioning, including all physical facilities involved in service
delivery, such as the SOC and areas where client data is stored /
processed periodically;

d) integrate the outsourced SOC reporting and escalation process with the
intermediary’s incident response process; and

e) review the process of handling of the alerts / events.

14.Backup and recovery solution

a) The intermediary shall ensure that a backup and recovery policy is in place to
address the backup requirement of cloud deployments. The backup and
recovery processes shall be checked at least twice in a year to ensure the
adequacy of the backups.

b) The backup shall be logically segregated from production/dev environment to
ensure that the malware infection in production systems should not percolate to
backup environment.

c) When CSP’s backup services are utilized, adequate care should be taken with
encryption solution and key management.

khkkkhkhkhkhkhkhkkhkhkhkhkhhkhkhhbhkhhhbhrhhhhhihd
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